Kliendi VPN OS Seadistamine

Inglisekeelne juhend asub aadressil
https://documentation.meraki.com/MX/Client VPN/Client VPN OS_Configuration

Android

Et seadistada Android-seadmes Kliendi VPN-ga iihendus:

e Vali Seaded -> Juhtmevaba internet & Vorguseadmed -> VPN
e Vajuta Plus ikoonile, et lisada VPN-I profiil.

¢ VPN Ql + i

Home
L2TP/IPSec VPN with pre-shared keys

e Nimi: Vali endale sobiv ithenduse nimetus, nditeks “TTK VPN”
e Liik: vali L2ZTP/IPSEC PSK

e Serveri aadress: rkvpn.ttk.ee

o IPSec eeljagatud voti (IPSec pre-shared key): tahanlugeda

o Kliki salvesta ikoonile.

d Edit VPN profile

—  MName

Corporate Office

Type
L2TP/IPSec PSK -

Server address

OO0 KKK

L2TP secret
(not wused)
IPSec identifier

(not used)

IPSec pre-shared key

[] Show advanced options

CAMCEL SAVE

Sulle ndidatakse kasutajatunnuseid kui ithendud.



¢ VPN Q +

¢ Connect to Corporate Office

L
Username

k niles@meraki.com
L

Password

["] Save account information

CANCEL CONNECT

Kasutajanimi: teie kooli e-post (eesnimi.perekonnanimi@student.ttk.ee)
Parool: teie kooli e-posti parool

i0S
10S-seadme konfigureerimiseks kliendi VPN-iga iihenduse loomiseks toimige jargmiselt.

Liikuge jaotisse Settings -> General-> VPN -> Add VPN Configuration....
Type: seatud L2TP-le.

Description: See vdib olla teie poolt vabalt valitud nimetus, nditeks "TTK VPN."
Server: rkvpn.ttk.ee

Account: teie kooli e-post (eesnimi.perekonnanimi(@student.ttk.ee)

Password: teie kooli e-posti parool.

Shared secret: tahanlugeda

Veenduge, et Send All traffic oleks seatud olema ,,Sees*.

Salvestage konfiguratsioon.

LRI R WD =


mailto:eesnimi.perekonnanimi@student.ttk.ee
mailto:eesnimi.perekonnanimi@student.ttk.ee

eeeec Verizon LTE 9:31 AM 80%

Cancel Add Configuration
Type L2TP

Description
Server
Account
RSA SecurlD
Password
Secret

Send All Traffic \_/

PROXY

e [ ]

macOS

Avage siisteemieelistuste (System preferences) > Vork avamine Maci rakenduste meniiiist.
Uue teenuse loomiseks kldpsake nuppu "+", seejérel valige liidese tiitibiks VPN ja valige
rippmeniiiist Cisco | Psec . (alates 15.03.2023) . NB! Allolev juhend v&ib mdnevérra erineda arvuti seadetest.

e Serveri aadress: rkvpn.ttk.ee

I. Account name: teie kooli e-post (eesnimi.perekonnanimi@student.ttk.ee)



mailto:eesnimi.perekonnanimi@student.ttk.ee

o Wi-Fi =
Connected = Status: Mot Connected

@ fﬁNTE.._MLZEI'D F }

ot Configurec =
- IF'I':ane USE , l‘ Configuration: | Default 4
@ Bluetooth PAM 6 Server Address: 00000000 XX

Mot Connected d

Account Nama: nilesﬁf:meraki.mfnl

ik
LA L]

@ Ethern.. u:rr Egntt:l

Mot Connecte SF Authentication Settings. ..
@ Ethernet faosp Connect
NOT LOnnNecred S £
. @
57
+ e ,f Show WPM status in menu bar Advanced... | (7]

Klopsake nuppu Authentication Setting ja sisestage jirgmine teave.

1. User Authentication > Password: teie kooli e-posti parool.
. Machine Authentication > Shared Secret: tahanlugeda
3. Group Name: macos

User Authentication:

@Pagsword: EE R R RN NN Y
_)RSA SecurlD

) Certificate Select...

| Kerberos

I CryptoCard

Machine Authentication:

(=) Shared Secret:  sssssss

() Certificate Select...

Group Name: macos

| Cancel | [ Ok J

VPN-i pohisitete lehele naasmiseks klopsake nuppu OK, seejérel kldpsake nuppu
Advanced ja lubage suvand Saada kogu enable the Send all traffic over VPN connection.



& VPN (LZTE)

WPN on Demand ~ TCPfIP | DNS  Proxies |

Sescion
[ Disconnect when switching user accounts
I\ﬂ Disconnect when user logs out
E]Slznd all traffic over VPN connection

[ | Disconnect If idle fm% lﬂ_gr:mmute;

Advanced

| |Use verbose logging

VPN-iihenduvust ei tuvastata, kui te ei luba suvandit Send all traffic over VPN connection!

Windows 10

Ava start-meniiii > otsing ""VPN-ithenduse lisamine"



Best match

Change virtual private networks (VPN]
System settings

Web

vpn

vpngate

vpn unlimited
vpnbook

vpn fiee

vpn sarvice

VPR express

W o o b oo oo

vpn free download

ER My Stuff £ web

Parim vaste

O.Z_, VPN-iihenduse lisamine 0?

Ststeemi satted

Satted . . i
VPN-iihenduse lisamine
% VPN-i satted > Ststeemi satted
% VPN-i lubamine mahup&histes 5
vorkudes
7 Ava
% Tapsemad VPN-i suvandid >
Oftsi veebist Vaata kiirspikrit veebis
/O vpn - Vaata veebitulemeid o VPM-i seadistamine
jel vpn-lihenduse lisamine
Q= = g A

Klopsake lehel VPN-i sétted nuppu VPN-ithenduse lisamine.




£ Settings

f0%  METWORK & INTERMET Find a setting
Data usage
VPN
WPN
i Add a VPN cannection
Dial-up
Ethernet :
Related settings
Prooy
a Arics ]
1
Satted
far  Avaleht V P N
Otsi satet 2

Vérk ja Internet

£ oOlek

¥ Ethernet
Sissehelistamine
| = ven

@ Puhverserver

VPMN-Ohenduse lisamine
+

Tapsemad suvandid

Luba VPN mahup&histe vérkude kaudu
@D s

Luba VPN randluse ajal

W@ se

Dialoogis VPN-iihenduse lisamine:

e VPN-i pakkuja: Windows (sisemine)

e Uhenduse nimi: See v&ib olla teie poolt vabalt valitud nimetus, nditeks "TTK VPN".

e Serveri nimi voi aadress: rkvpn.ttk.ee
e VPN-i tiiiip: valige ,,Eelmiératud votmega L2TP/IPsec*



e Eelméiratud voti: tahanlugeda
e Kasutajanimi ja parool: teie kooli e-post (eesnimi.perekonnanimi(@student.ttk.ee)
ja parool

Vajutage nuppu Salvesta.


mailto:eesnimi.perekonnanimi@student.ttk.ee

é

Settings

Add a VPN connection

VPN provider

Connection name

Server name or address

Automatic

Point to Point Tunneling Protocol (PPTF)
L2TP/IPsec with certificate

L2TP/IPsec with pre-shared key

Secure Socket Tunneling Protocol (SSTP)

IKEv2




VPN-UGhenduse lisamine

VPN-i pakkuja

Uhenduse nimi

TTK VPN

Serveri nimi v&i aadress
VPN-i tadp
Eelmaaratud voti
isselogimisteabe tiap

Kasutajanimi (valikuline)

Parool (valikuline)

~ Pea mu sisselogimisteave meeles

Pérast VPN-lihenduse loomist klopsake jaotises Seotud sitted nuppu Adapteri suvandite
muutmine.



& Settings
202 NETWORK & INTERNET
Data usage
Dial-up
Ethernet

Proxy

Find a setting

VPN

. Add a VPN connection
VPN Connection

Related settings

Change adapter options

Change advanced sharing options
MNetwork and Sharing Center
Internet options

Windows Firewall




VPN

. VPN-iihenduse lisamine

TTK VPN

Tapsemad suvandid

Luba VPN mahupd&histe vorkude kaudu
@ s
Luba VPN randluse ajal

@@ s

Seostuvad satted

Adapteri suvandite muutmine

Tapsemate idhiskasutussuvandite muutmine

Viérgu- ja dhiskasutuskeskus

VAN AAraeet #alarndiie

Parem kldpsake adapterite loendist ,,TTK VPN* ja kldpsake kédsku Atribuudid.



fE' Metwork Connections

m] X

o @

T E' » Control Panel » All Control Panel ltems » Network Connections v & Search Network Connections @
Organize Start this connection Rename this connection Delete this connection Change settings of this connection SE -
— Ethernet — Ethernet 2 — Ethernet 3 - VPN Connection
t\,! Network 4 L\,! Unidentified network L Unidentified network IE‘:'-". Disq .
W Killer 2200 Gigabit Ethernet Cont... @ VNware Virtual Ethernet Adapter ... @ YNware Virtual Ethernet Adapter ... g2 WA Connect [ Disconnect
Status

4items  1item selected

E' WYarguidhendused

Set as Default Connection
Create Copy

Create Shortcut

& Delete
& Rename

¥ Properties

y i L:' » Juhtpaneel » Vorkja Internet * Vérgulhendused »

Selle Ghenduse kiivitamine

Korralda =
L". Ethernet
o TTHISISE

= Intel(R) Ethernet Connection (2] I...

Selle Ghenduse Gmbernimetamine

- :"h' Uheng
&5 WAN

TTEVPM

Uhenda / katkesta iihendus
Olek

Sea vaikeldhenduseks

Loo koopia

Loo otsetee
G Kustuta
G Mimeta Grmber

& Atribuudid

Selle Ghenduse kustutamine

Valige vahekaardil Turve jaotises Andmekriiptimine "Noua Kriiptimist (kui

serverkeeldub, katkesta iithendus)".

Seejirel valige jaotises Autentimine', Luba need protokollid". Protokollide loendist
kontrollige "Kriiptimata parool (PAP)" ja tithjendage kdik muud valikud.



S VPN Connection Properties >

General Options Secunty  Networking  Sharing

Type of VPM:
'Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v |
| Advanced settings |
Data encryption:
| Require encryption (disconnect if server declines) - |
Authentication

() Uze Exdensible Authentication Protocol (EAF)

o
Properties

(@) Allow these protocols

[#]iUnencrypted password (PAP
[]Challenge Handshake Authentication Protocol {CHAF)
[ Microsoft CHAP Wersion 2 (MS-CHAP vZ)

Automatically use my Windows logon name and
password (and domain, i ary)

[ ok | cancel




=

= TTKVPN: atribuudid ® F

Oidist Suvandid Turve Vargundus  Ohiskasutus
i1 WP M4 tidp:
Layer 2 Tunneling Protocol koos IP4urbega (LZTP/IPSec)

<

Tapsemad satted
Andmekriptimine:

Maua kriptimist cui server keeldub, katkesta Ghendus)

<

Autentimine
(") Kasuta protokolli EAP (Extensible Authentication Protocal)

Atribundid
{®) Luba need protokallid

Kniptimata parool (PAF)
[ ]Challenge Handshake Authentication Protocol (CHAR)
] Microsaft CHAP versioon 2 {(MS-CHAP v2)

Kasuta automaatselt mu Windowsi sisselogimisnime
ja sparooli ining vajadusel domeeni)

Loobu

Hoolimata nimest "Kriipteerimata PAP", saadetakse kliendi parool kriipteeritud.

Aknas Vérguiihendused paremkldpsake VPN-ithendust ja kldpsake kiisku Uhenda /
katkesta ithendus.



-@ Network Connections

Organize + Start this connection Rename this connection

| | Ethernet | | FEthemet2
 Network 4 Unidentified network

@ Killer e2200 Gigabit Ethemet Cont...

4items  1item selected

+ -@ » Control Panel » All Control Panel ltems » Network Connections

Delete this connection

VMware Virtual Ethernet Adapter ...

- ] X
v & Search Network Connections @

o @

Change settings of this connection E:Z -

= | Ethemet3 L". VPN Cennection
Unidentified network - Discon =
WMware Virtual Ethernet Adapter ... WAN Connect [ Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

& Delete

&) Rename

& Properties

=

i -@ Vérguidhendused

Korralda = Selle Ghenduse kdivitamine

ol

— Ethernet

*1!  TTHK.SISE

@ |ntel(R) Ethernet Connection (2) ..

c_ _mm c

yN -@ » Juhtpaneel » Vérkja Internet » Varguihendused »

Selle Ghenduse dmbernimetamine Selle dhenduse kustutamine

Ak
~d

TTK VPN

Uhenda / katkesta iihendus
Olek

Sea vaikeihenduseks

Loo koopia

Loo otsetee
& Kustuta
$ Mirneta Grmber

& Atribuudid




Leidke oma VPN-profiil ja kldpsake nuppu Uhenda.

<« Settings = [m} x
£52  NETWORK & INTERNET Find a setting £
Data usage

VPN
VPN
Add a VPN connection
+
Dial-up
o VPN Connection
Ethernet
(Frersy Connect Advanced options Remove
Related settings
Change adapter options
Change advanced sharing options
Network and Sharing Center
nternet options
Windows Firewall
Satted

fmr  Avaleht V P N

Otsi sdtet gl

VPN-ihenduse lisamine
+

Vérk ja Internet
0? TTK VPN

£ Olek

T Ethermet Tapsemad suvandid Eemalda

Qiccahalictamina

Sammuti saab tekitada VPN iihendust klGpsates all paremas nurgas vorguiihenduste ikoonile,
seejérel valides “TTK VPN ja vajutades Uhenda nuppu.



@ TTHE.SISE
Uhendatu

Uhenda

1552
05.08.2021 l"'_"l
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